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Scene Setting

Business 
Continuity

Covid-19 still 
rumbling 18 
months on!

Winners & losers

Winners - those 
that kept their 
business going

Who knows what 
the next crisis will 

be?

Your charity may 
look different 

post Covid-19?

Opportune time 
to adapt/refine 

your plans based 
on learnings & 
any changes to 
your operating 

model

ERM - Business Continuity Management
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What is Business Continuity & Why is It Important?

‘Business continuity is the key 
discipline that sits at the heart 
of building and improving the 

resilience of organisations. 
Business continuity 

management identifies an 
organisations priorities and 

prepares solutions to address 
disruptive threats’

Source – Good Practice Guidelines 
(2018 Edition)

ERM - Business Continuity Management
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Benefits of Business Continuity Management? 

Supports resilience Customer satisfaction Compliance

Protects reputation
Reduction in business 

disruption and loss
Stronger organisational 
resilience capabilities

Competitive Advantage
Greater assurance and 

good governance
Resume normal 

operations quicker

ERM - Business Continuity Management
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Who is Responsible for Business Continuity & Where Does it fit in?

 The Board are accountable for Business Continuity Management

 Wider responsibility may be assigned throughout the organisation

 The person responsible for coordinating the planning process may vary

 All employees and volunteers have a role in contributing to organisational 

resilience and business continuity

“Everyone needs to understand what Business 

Continuity is in order to take action during an event..

“Responsibility is assigned through a framework of 

individuals who work on behalf of The Board…

Developed to provide a  
high business continuity 
maturity and a culture 

of preparedness, 
considering  resilience-
related consequences 

when making decisions

A consideration 
in day to day 

operations and 
decision- making 

Built into the 
consciousness 

and fabric of the 
organisation

ERM - Business Continuity Management
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The Business Continuity Life Cycle

Business 
Continuity Life 

Cycle

Policy & 
Programme 

Management

Embedding

Analysis

Design

Implementation

Validation

Source: Based on BCI Best Practice Guidelines 2018
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The Business Continuity Life Cycle – Policy & Programme Management

Policy check list

The policy should be a short concise document 

that summarises management’s expectations 

and describes the ‘what’ not the ‘how’ and 

typically includes:

 Definition of business continuity (agree the 

definition and objectives 

 Statement of commitment

 Objectives and scope

 Roles and responsibilities

 Policies, standards, legal and regulations

 Measure and review

 Sign off and communication 

 Establishes the organisation’s policy relating to business continuity

 Supports the strategic objectives and other policies and provides a 

direction for the delivery of business continuity and defines how the 

programme will be structured and resourced 

 Defines how the policy should be implemented, through an ongoing 

cycle of activities within the business continuity programme

 Establishes, roles and responsibilities to develop and maintain the 

programme 

 Is an ongoing management  and governance process supported by top 

management 

The Programme of activities focuses on the ‘how’ and the organisations 

priorities, legal and regulatory requirements. 
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The Business Continuity Life Cycle – Embedding

 The goal of embedding business continuity is for it to become part of business as usual activity across the organisation. 

 Business Continuity should be aligned with the organisation’s strategic goals and culture.

Identify interested 
parties

Determine how best 
to engage

Engage and 
communicate

Use existing events 
and communication 

channels

Training & Awareness

Activities could include:

 Internal or external training courses

 Self-study

 Mentoring

 Conferences, workshops and seminars

 Academic courses

 Communicating relevant real-life incidents

 Learning lessons from exercises

 Printed documents and flyers

 Online Learning

 Live presentations

 Periodic emails
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The Business Continuity Life Cycle – Analysis

 The Business Impact Analysis (BIA) is a process to identify and assess the 

potential effects of an interruption to critical services as a result of a material 

disruption

 Analysis focuses on an organisation’s objectives, how it functions and the 

constraints of its operating environment

 It determines the organisation’s business continuity requirements and 

prioritises findings. What are the critical services, processes and activities 

required?

 A risk and threat assessment is carried out to determine single points of 

failure

 BIA methods include; workshops, questionnaires, interviews
 You can do a BIA in a simple way or you 

can over complicate it

 The Business Continuity Plan is the end 

result

 A cost benefit analysis can be included

 The organisation should not spend any 

money if there is no evidence for doing so

Initial BIA Service BIA

Process BIA Activity BIA

Types of Business Impact Analysis
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The Business Continuity Life Cycle – Design (Solutions)

 Identifies and selects appropriate solutions to determine how continuity can be achieved in the event of an incident

 The solution should meet business continuity requirements identified in the analysis stage and consider any interdependencies 

 Need to ensure the solution designed is appropriate for all problems and threats identified 

 Solutions may include; buildings and work environment, people, ICT systems and data, remote working, equipment, consumables, 

suppliers and finance

 Third parties supplier solutions could include building BC requirements into supply contracts

Method Description Suitability

Diversification Running live activities at more than one location to enable activities to continue 

following disruption at one location.

Recovery time is required in 

seconds, minutes or hours.

Replication Replicating resources at a separate site providing the ability to recover quickly. The 

site is not live but in a high state of readiness. 

Recovery time is required in 

a few hours to a few days.

Standby A standby site (warm site) which can be activated and prepared for occupation. This 

is often seen where an organisation has temporarily shut down premises. 

Recovery time is required in 

days. 

Post-incident

Acquisition

Where an organisation has a prioritised list of resource requirements but no action 

has been undertaken.

Recovery time is days or 

weeks.

Do Nothing This is where an organisation waits until after the incident to determine what to do. Recovery time is  weeks or 

months.

Source: Based on BCI Good Practice Guidelines
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The Business Continuity Life Cycle – Implementation

 Implements the agreed business continuity solutions

 Is achieved by developing and managing business continuity plans to meet the 

organisations business continuity requirements

 Plans are intended to be used in high pressure, time limited situations and 

should be direct, concise, adaptable and relevant 

The Response Structure is defined to establish command, control and 

communication systems to manage the incident and minimise the impact of the 

disruption and identifies:

– Individuals and teams responsible for response activities

– Roles & responsibilities of the individuals and teams

– Relationships between the individuals and teams

– Documented procedures to support the individuals and teams

Strategic Team

(key decisions & strategic issues)

Tactical Team 

(manage and coordinate the processes)

Operational Teams

(continuity of activities)

Response Team Structure

The BC Plan is defined as:

“documented procedures that guide organisations to 

respond, recover, resume and restore to a pre-defined 

level of operation following disruption.”

Source: (ISO 22301:2012)
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The Business Continuity Life Cycle – Validation

• Confirms that the business continuity programme meets objectives set in the 
policy and plans/procedures in place are effective

• Includes programme audits, maintenance and review activities 

• Review and maintenance can include; lessons through exercising, changes to 
structure, services, changes to infrastructure or the operating environment, a real 
incident, review or audit or changes/updates in the BCM lifecycle

• Assures continual improvement is achieved

• Ensures an exercise programme is developed 

Exercises are undertaken to:

– Evaluate capability and validate solutions

– Verify that plans are relevant, complete, current and supporting resources are 

adequate

– Identify areas or improvement or missing information

– Validate competency and build competence

– Develop teamwork and raise business continuity awareness

– Rehearse all plans and exercise personnel

Types of 
Exercise

Discussion 
Based

Scenario

LiveTest 

Simulation

Audits are necessary to gain independent feedback 

from a competent auditor on the programme, 

against predefined criteria. Areas of focus can be; 

plan design, plan performance, risk mitigation and 

supplier performance



Key Message

Business Continuity Management should be an ongoing programme to support continual improvement and development in the 

organisations capability of managing a material disruption
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Key Messages & Lessons Learned

ERM - Business Continuity Management

Theme Lesson Learned Action

Organisational Impact Many organisations are still experiencing the ongoing impact 

of a diminished workforce

Plan ahead, consider areas you may need to scale back due to a 

reduction in the volume of employees/volunteers

Technology Organisations had to support a remote infrastructure Consider continued infrastructure and technology investments 

to support business operations

Supply Chain Disruption in third party supply chains tested many business 

continuity plans

Assess if additional/alternate suppliers need to be identified 

Safety Controls Infectious disease threats typically require enhanced 

cleaning, masks, gloves and symptom screening of the virus 

in a number of sectors 

Ensure your BCP takes these into consideration and includes 

within resource requirements 

Policies & Procedures Additional risk control measures to keep the organisation, 

employees and customers safe may require additional 

policies or procedures e.g. ‘remote worker policy and 

agreement’

Ensure Response plans are added to your employee handbook 

and communicated to employees/volunteers

Communication The need to quickly educate employees about new work 

requirements calls for increased communication and changes 

to clients and vendors

Determine what communication requirements should be 

reflected in your Business Continuity Plan and make appropriate 

revisions
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Questions
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